Data Sharing Agreement


Data Sharing Agreement


1. Introduction
This Data Sharing Agreement (DSA) documents a data sharing arrangement made between the parties identified in Item 1 of this Agreement.  This Agreement is made under the legislation and/or authority specified below which permits the collection and handling of the data: 
	[insert title(s) of legislation and/or authority]




The parties to this Agreement are advised to consider seeking legal advice to determine if the Agreement being entered into constitutes a binding contract.
2. Contents

This Agreement is divided into the following sections:
  
3Item 1 – Parties to the Agreement


3Item 2 – Purpose


4Item 3 – Duration of the Agreement


5Item 4 – Data Sharing Principles


10Item 5 – Other Conditions and Arrangements


11Item 6 – Supplementary Information


11Item 7 – Acknowledgement and Authorised Approvals


11Item 8 – Signatures




DATA SHARING AGREEMENT BETWEEN 

 [Insert Organisation Name]

AND

[Insert Organisation Name]
AND

if applicable [Insert Organisation Name]
in relation to 

[insert title of Data Sharing Agreement]
This Data Sharing Agreement is made on the xx day of [month] of 20xx
The Parties agree to the following terms and conditions for the purpose of conducting work as detailed in this Agreement.

Item 1 – Parties to the Agreement

	1.1 Specify the parties to this agreement (insert extra sections as required)
Drafting Notes

The parties to this Agreement should ensure that this sharing arrangement has been appropriately authorised.  Any intermediaries involved in this sharing arrangement (e.g. an Accredited Integrating Authority) must be recognised as a party to this Agreement.

	First Party to this Agreement

	Name of organisation
	Click or tap here to enter text

	Role of organisation 


	□  Data Custodian 

□  Intermediary

□  User 

	Australian Business Number (ABN)
	Click or tap here to enter text

	Physical address
	Click or tap here to enter text

	Name of person authorised to enter into this agreement on behalf of the organisation
	Click or tap here to enter text

	Position
	Click or tap here to enter text

	Phone number
	Click or tap here to enter text

	Email
	Click or tap here to enter text

	Name of primary contact person relating to this Agreement
	Click or tap here to enter text

	Position
	Click or tap here to enter text

	Phone number
	Click or tap here to enter text

	Email
	Click or tap here to enter text


	Second Party to this Agreement

	Name of organisation
	Click or tap here to enter text

	Role of organisation 


	□  Data Custodian 

□  Intermediary

□  User 

	Australian Business Number (ABN)
	Click or tap here to enter text

	Physical address
	Click or tap here to enter text

	Name of person authorised to enter into this agreement on behalf of the organisation
	Click or tap here to enter text

	Position
	Click or tap here to enter text

	Phone number
	Click or tap here to enter text

	Email
	Click or tap here to enter text

	Name of primary contact person relating to this Agreement
	Click or tap here to enter text

	Position
	Click or tap here to enter text

	Phone number
	Click or tap here to enter text

	Email
	Click or tap here to enter text


	Third Party to this Agreement (if applicable)

	Name of organisation
	Click or tap here to enter text

	Role of organisation 


	□  Data Custodian 

□  Intermediary

□  User 

	Australian Business Number (ABN)
	Click or tap here to enter text

	Physical address
	Click or tap here to enter text

	Name of person authorised to enter into this agreement on behalf of the organisation
	Click or tap here to enter text

	Position
	Click or tap here to enter text

	Phone number
	Click or tap here to enter text

	Email
	Click or tap here to enter text

	Name of primary contact person relating to this Agreement
	Click or tap here to enter text

	Position
	Click or tap here to enter text

	Phone number
	Click or tap here to enter text

	Email
	Click or tap here to enter text


Item 2 – Purpose

	2.1 The purpose of the sharing project 

	Select all options that apply:
□ Delivery of government services
□ Government policy and programs

□  Research and development
□  Enforcement-related activities
□  Other

Provide further information if required:

Click or tap here to enter text
Acknowledgement:

□ The parties confirm that the sharing purpose complies with any legislation and/or authority under which this agreement is made and the data shared is reasonably necessary to achieve the purpose(s) specified in Item 2. 


	2.2 A description of the agreed project.  The description should specify what the parties are intending to achieve through this project and any sub-projects associated with or expected to result from this project.  Attach additional evidence as required.

	Click or tap here to enter text


	2.3 How the data shared will assist to achieve the purpose of the sharing project.  Attach additional evidence as required.

	Click or tap here to enter text


Item 3 – Duration of the Agreement

	3.1 The duration of this Agreement and/or the intervals for review 
Drafting Notes

The duration of the project (if different to the duration of the agreement) may also be specified.

	Agreement duration
Agreement start date: date
Agreement end date: date
Intervals for review (if applicable)
Review start date: date
Review end date: date
Provide further information if required:
Click or tap here to enter text


	3.2 State whether the data will be shared as a one-off or periodic arrangement.  If multiple, state the proposed period(s) (e.g. monthly) data will be shared for this Agreement.

	Click or tap here to enter text


Item 4 – Data Sharing Principles

	Data Sharing Principles

The Data Sharing Principles are a risk management tool and support a privacy-by-design approach to data sharing by balancing the benefits of using government data with a range of risk-management controls and treatments (particularly those managing disclosure risks). 
Parties to this agreement are strongly advised to familiarise themselves with the Government’s Best Practice Guide to Applying Data Sharing Principles before signing this agreement.

Drafting Notes

If this Agreement covers sharing through an intermediary (such as to conduct data integration or provide access to the data), the principles should be applied to each stage of sharing between the parties.  For example, Data Custodians to intermediary (stage one) and intermediary to user organisation (stage two).  


Projects – Data is shared for an appropriate project or program of work

	4.1 How this project will deliver a public benefit
Drafting Notes

Describe how the public interest is served by this project (consistent with the purpose(s) specified in Item 2).  Where relevant, quantify the potential savings, improved efficiencies, outcomes, or other operational benefits of the project.  If the project involves a vulnerable population(s), specify how the population(s) will benefit.  Please provide details of any ethical issues that have been considered.  Attach additional evidence as required.

	Click or tap here to enter text


	4.2 If personal information is to be shared under this agreement, indicate whether consent from individuals has been obtained.  If consent has not been obtained, detail: how it will be obtained, how it has been waived (e.g. under the Privacy Act for health research); or why it is unreasonable or impractical to obtain.
Drafting Notes
It is the Data Custodian’s responsibility to seek consent for sharing (unless it is unreasonable or impractical to do so), and to explain their approach.

	Click or tap here to enter text


	4.3 The approval processes required for this Agreement.  
Drafting Notes

The approvals process(es) required will be determined by the nature of the project.  Not all options listed below may be relevant.  Attach additional evidence as required. 

	Select all options that apply:

□ Ethics approval (e.g. for human, health, religious, commercial or other research)
□ Privacy Impact Assessment

□ Financial approval
□  Information technology approval (e.g. cyber security)
□ Other (please specify)

Click or tap here to enter text


	4.4 If applicable, the circumstances in which the user may share data 

	Click or tap here to enter text
If the user is not permitted to share scheme data in any circumstances under this Agreement, please complete the acknowledgement below.

Acknowledgement:

□ The parties confirm that the user is not permitted to share scheme data covered by this Agreement in any circumstances.  


	4.5 If applicable, the circumstances in which the user may release output covered by the Agreement 

	Click or tap here to enter text
If the user is not permitted to release output under this Agreement, please complete the acknowledgement below.
Acknowledgement:

□ The parties confirm that the user is not permitted to release output covered by this Agreement.  


	4.6 If this Agreement covers sharing being done through an intermediary, specify the data services the intermediary is to provide 

	Click or tap here to enter text


	4.7 If this Agreement covers sharing being done through an intermediary, specify the conditions under which the intermediary is to share data covered by the agreement with the user

	Click or tap here to enter text


	4.8 How data will be handled once it is no longer required for the project
Drafting Notes

Provide specific details of the proposed handling strategy, including how the proposed handling strategy is consistent with applicable information handling regimes such as the National Archives Act, the Privacy Act, and data security frameworks, if applicable.  Specify how all copies of the data (including any copies held on databases) will be handled.

	□ Returned to Data Custodian
□ Destroyed

□ Retained

□ Other (please specify)

Click or tap here to enter text


People – Data is made available only to appropriate persons

	4.9 The following specified personnel are agreed to access the shared data the data for approved projects. 
Drafting Note

Appropriate persons are those persons who have the relevant skills, qualification and/or experience to undertake the approved project.  Consider providing details of each person’s employment arrangements and any associations with relevant organisation and/or sponsors. Attach additional evidence of these attributes and relationships as required.  Please complete all fields below.

	Organisation
	Full Name
	Role

	Click or tap here to enter text
	Click or tap here to enter text
	Click or tap here to enter text

	Add more rows if required
	
	


	4.10 Any additional requirements users need to meet in order to access and use the data.  Please include details of persons who are responsible for ensuring these requirements are satisfied.  Attach additional evidence as required.

	Click or tap here to enter text


	4.11 Details of any technical, or other support, which will be provided by the Data Custodian and/or intermediary on behalf of the Data Custodian.  Attach additional evidence as required.

	Click or tap here to enter text


Setting – Data is shared in an appropriately controlled environment

	4.12 How the data will be shared 

	Select all options that apply:

□  Data will be transmitted

□  Access will be provided to the data


	4.13 Where the data will be stored and accessed

	Select all options that apply:

□  Data Custodian’s controlled environment 
□  User’s controlled environment
□  Intermediary’s controlled environment


	4.14 Describe in detail the physical and Information Technology (IT) environment that will be used to transmit, store and access the data.  Specify who is responsible for managing this environment.  Attach additional evidence as required.

	Click or tap here to enter text


	4.15 The agreed security and technical safeguards to ensure data remains secure and protected from unauthorised access and use, including but not limited to details of safeguards regarding any infrastructure (e.g. Cloud-based infrastructure).  Attach additional evidence as required.
Drafting Notes

Specify the safeguards that will be used during all periods of data transmission, use and access.

	Click or tap here to enter text


	4.16 How data transfer security and service interruption issues (e.g. outage or systems offline issues) will be handled.  Please include details such as encryption (e.g. using an Australian Signals Directorate approved method for data classification) and/or service levels/outage notifications.  Attach additional evidence as required.

	Click or tap here to enter text


Data – Appropriate protections are applied to the data

	4.17 A description of the public sector data which is being shared.
Drafting Notes 

The description of the data being shared may include information such as:
· the source datasets(s) and the relevant time period(s) required (e.g. monthly, annually)

· the type of variables requested (e.g. demographic, geographic, agency-specific) and specific variables of interest (e.g. name, age, sex, current residential address, etc.)
· format and level of detail required (e.g. unit record data file, cross-tabulated data file)
Please include details of any supporting information requested to accompany the shared data.  Attach additional evidence as required.

	Click or tap here to enter text


	4.18 Describe how each party will treat the data prior to its use (e.g. suppression, rounding) and which areas will treat the data within each organisation to satisfy confidentiality, sensitivities or secrecy provisions.  Attach additional evidence as required.

	Click or tap here to enter text


	4.19 Describe any other data that will be available to users in the same environment as the shared data.  Please specify what data treatments will be applied to control for unauthorised use (e.g. matching).  Attach additional evidence as required.
Drafting Notes 

Appropriate controls may also apply under the Project, People and Setting Principles.  

	Click or tap here to enter text


Outputs – Outputs of sharing data are for the agreed uses

	4.20 Describe the outputs that are expected to be created
Drafting Notes
Outputs are information or data created as a result of a data sharing arrangement (including but not limited to a publication, report or other public release).

	Click or tap here to enter text


	4.21 The parties’ intentions for any outputs that are produced from this Agreement.  Specify the parties’ intentions both during the Agreement and at the end of the Agreement.

	Select all options that apply:

□ Outputs will be provided to Data Custodian
□ Outputs will be released publicly (state under which legislation and/or authority this will be done)

□ Product(s) created by an intermediary will be provided to the user as part of this Agreement 
□ Product(s) created by an intermediary will be made available for sharing under a new Data Sharing Agreement 
Click or tap here to enter text


	4.22 Processes that are in place to minimise the potential for re-identification or other confidentiality breaches for the outputs that are to be released or otherwise removed from the controlled environment.  Include here what output checking process is in place as well as which parties have what responsibility.  Attach additional evidence as required.

	Click or tap here to enter text


	4.23 Formats and/or forums that outputs will be released or otherwise removed from the controlled environment through (e.g. online release, public release).  Attach additional evidence as required.

	Click or tap here to enter text


	4.24 Whether the proposed outputs will be reviewed prior to the anticipated publication date.  If so, the timeframe for the provision of the outputs to the Data Custodian and/or intermediary.  Please also indicate the timeframe the Data Custodian and/or intermediary will have to provide clearance or other approvals.

	□ Yes, outputs will be reviewed by the Data Custodian
□ Yes, outputs will be reviewed by the Intermediary
□ No, outputs will not be reviewed by the Data Custodian
If “Yes”

Timeframe for provision of outputs to Data Custodian and/or Intermediary
Click or tap here to enter text
Timeframe for clearance/approval of outputs by Data Custodian and/or Intermediary
Click or tap here to enter text


Item 5 – Other Conditions and Arrangements

	5.1 The process to address a data breach.  Indicate which party will take lead responsibility for managing the breach including any resultant media and stakeholder engagement
Drafting Notes 

Data Custodians may have responsibilities under Part IIIC of the Privacy Act 1988 (notification of eligible data breaches) if the breach relates to personal information.  

	Click or tap here to enter text


	5.2 The circumstances that must be met and the processes that must be followed for the parties to vary this Agreement 
Drafting Notes 

This includes any unilateral variations of this Agreement

	Click or tap here to enter text


	5.3 Any other conditions or arrangements not specified elsewhere in this Agreement.
Drafting Notes

Consider including details of any other arrangements that have been made between the parties to support the Agreement (e.g. requirements for the parties to accredit, train and/or establish procedures to support individuals who will have access the shared data).

	Click or tap here to enter text


Item 6 – Supplementary Information

	6.1 Provide any supplementary information including additional comments and/or documents to support the Agreement.  Attach additional evidence as required.

	Click or tap here to insert text


Item 7 – Acknowledgement and Authorised Approvals

	7.1 This Data Sharing Agreement is made under the legislation and/or authority as specified in this Agreement. Having regard to the agreed purpose of the project, the data sharing principles and other relevant provisions of the legislation and/or authority, it is agreed that the data can be shared within the prescribed limitations, conditions and constraints.
By signing this Agreement, the parties acknowledge that:
· the sharing is done under the relevant legislation and/or authority and will not be used for:
(a)
any purpose precluded by that legislation and/or authority; or
(b)
a purpose that relates to national security within the meaning of the National Security Information (Criminal and Civil Proceedings) Act 2004; 
· the Agreement prohibits the user from using or sharing data and output covered by the Agreement other than in accordance with the conditions specified.
Furthermore:
· if the Agreement identifies an intermediary, the Agreement prohibits the intermediary from using or sharing data and output covered by the Agreement other than in accordance with the conditions specified.
□ The parties acknowledge the legislation and/or authority specified above and that the signatories to this Agreement have the authority to enter into this Agreement.


Item 8 – Signatures 
Accepted and agreed

	Signed by 

<Signatory Name>
<Signatory Position> 

<Organisation Name>
	
	Signature
	

	
	
	Date
	


	Signed by 

<Signatory Name>
<Signatory Position> 

<Organisation Name>
	
	Signature
	

	
	
	Date
	


	Signed by 

<Signatory Name>
<Signatory Position> 

<Organisation Name>
	
	Signature
	

	
	
	Date
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